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WPI: Response to OS Related Questions
Question 1:

In modern operating systems, the process creation mechanism relies on system calls like
Jork() and exec(). Compare and contrast the fork() system call with the vfork() system call.

What are the advantages and disadvantages of each, particularly in terms of memory
management and performance? In what situations would you prefer one over the other?

Both the fork() and vfork() system calls are used to create new processes, but differ in terms
of memory management and performance. Fork() creates a child process by duplicating the
parent's entire address space, resulting in separate memory spaces for both processes. On the
other hand, vfork() ensures that both the parent and child processes use the same address. In
terms of execution, with fork() both processes happen at the same time, which can be an
advantage if the child process needs to perform large computations or operations before
executing a new program, preventing interferences. Since it creates a separate memory, any
changes made by the child does not affect the parent. Whereas with vfork(), the child process
is executed while the parent is halted, until the child process either calls exec() or exits. This
can be advantageous in cases where the child process calls exec() immediately in order to run
another program, which minimises usage of space and improves efficiency, but may not be
best suited for long child processes since if the child process modifies shared variables or
memory before calling exec(), it can lead to the corruption of the parent process's state.
(geeksforgeeks, 2024)



Question 2:

In the context of synchronization, mutexes and semaphores are widely used to manage
access to shared resources. However, improper use can lead to deadlocks.

Explain the difference between mutexes and semaphores. Then, analyse the common
causes of deadlocks in multi-threaded programs. Propose solutions or techniques to avoid
deadlocks in critical sections.

A mutex is a locking mechanism that allows for only one thread to access a shared resource at
a time, for example, imagine you have an online banking system where multiple users are
transferring money at the same time. If two threads (two users) try to access and modify
the same bank account balance at the same time, they could overwrite each other's changes,
leading to incorrect balances. To prevent this, a mutex is used.

On the other hand, a semaphore allows multiple threads to access a shared resource up to a
set limit. Take for instance a ticket reseller website where multiple users are trying to
purchase tickets for a popular event. The backend database that stores ticket availability can
only process 100 concurrent queries. A semaphore is used to ensure that only 100 threads
access the database simultaneously. If all threads are in use, additional requests wait until one
of the threads finishes and frees up the semaphore. In terms of deadlocks, the four conditions
that result in them are:

1. Mutual Exclusion, which is when a resource can only be used by one thread at a time.

2. Hold and Wait, which is when a threat is holding onto one resource while waiting to
get another resource.

3. No Pre-emption, which states that resources cannot be forcibly taken from a thread
and must release them willingly after completing its task.

4. Circular Wait, which is when each thread is waiting for a resource held by the next
thread (thread 1 waiting for 2, thread 2 waiting for 3, and so on)

Solutions to avoiding deadlocks involve targeting these conditions effectively, besides Mutual
Exclusion, which is often unavoidable. If one of these conditions is not met, then it is
impossible for a deadlock to occur, so focusing on one of the conditions is considered best
practice. In terms of Hold and Wait, we can ensure threads acquire all resources at once, or
release held resources if waiting. Secondly, with No Pre-emption, we can allow pre-emption
and/or allow timeouts on locks, where if the thread cannot acquire a lock within a set time, it
retries. Finally, regarding Circular Wait, employing the use of a deadlock detecting algo to
identify Circular Waits and recover by terminating or going back to one of the threads in the
cycle, releasing the locks and retrying is another option as well. However, in real-life
situations, deadlock-free algorithms are implemented to avoid deadlocks entirely, such as the
Banker’s algorithm commonly used in OS’. (GeeksforGeeks, 2025) (Javapoint, 2024)



WP2: Executive Summary for Manager

Introduction:

This report puts forth a comprehensive design and implementation strategies/code for DNS
servers and Apache web servers to ensure high availability, secure communication, and load-
balanced services for your business. The setup ensures both cost-efficiency and full
operational control, tailored to meet the company’s ever-expanding needs.

Benefits of Proposed Design:

1. Scalability: The setup can handle increased traffic by adding more DNS or web
servers on demand (HostThrive, 2024).

2. Security: Secure zone transfers between DNS servers using TSIG, HTTPS ensuring
secure web communication (ManageEngine, n.d.).

3. Reliability: Load balancing minimizes downtime and distributes traffic evenly. A
secondary DNS server provides redundancy (HostThrive, 2024).

4. Cost Efficiency: On-location infrastructure reduces dependency on third-party
services and avoids reoccurring costs (AvenaCloud, 2024).

5. Control and Customization: Full control over DNS and web hosting allows custom
configurations and security measures (Vera, 2020).

Servers:

e | Primary DNS Server (Tech Solutions Inc.).
e 1 Secondary DNS Server (Tech Solutions Inc. Secondary).
e 2 Apache Web Servers managed by a load balancer.

Overview of the Secure and Load-Balanced System:

This system is crucial for ensuring uninterrupted access to company resources and services.
The load balancer evenly distributes incoming traffic to the two web servers, preventing
overload on any single server and improving response times for visitors. The implementation
of HTTPS secures communication, protecting sensitive information. By integrating DNS and
web hosting this way, the system achieves both reliability and security.



Comparison with Other Solutions:

e Cloud-Based Services: While cloud-based DNS and web hosting services offer
convenience, they come with recurring costs and limited control over configuration
and security (Watson, 2024)

o Single-Server Setups: They are cost-effective for small networks but lack scalability,
redundancy, and reliability, making them unsuitable for a growing company like yours
(Larson, 2009).

This report outlines the step-by-step process to configure a DNS system on Linux and a load-
balanced Apache web hosting solution. Detailed instructions, explanations, and configuration
screenshots are included to help your IT team replicate the setup.

WP3: DNS Infrastructure Setup

Server Setup

For the implementation of the DNS infrastructure, the chosen Linux distribution is Ubuntu.
Ubuntu was selected for its stability, active community support, and extensive
documentation. The DNS servers were installed using BIND9, a widely used and reliable
DNS software.

Installation Steps (On primary and secondary servers)

1. Begin updating system for afficiency:

techadmin@techsolutions-secondary:™% sudo apt update &:

2. Install BIND9 and all necessary utilities:



hind9-utils hind9-doc

3. Enable and start BIND9:
remct] enable bind9_

art bind9_

Primary Server Zone File Configuration

The primary server is configured to manage the DNS zone techsolutions.com. The zone file is
located at sudo nano (nano used on MacOS) /etc/bind/db.techsolutions.com. Zone declaration
in sudo nano /etc/bind/named.conf.local. Configurations used:

re, if they are not used in

Zone File at sudo nano /etc/bind/db.techsolutions.com:



<] Tech Solutions Inc.

Replication Process (Secondary Server)

Below is the configuration for the secondary server configured to receive updates from the
primary server:

Zone Declaration in /etc/bind/named.conf.local:

00 O Il < TechSolutions Inc. Secondary

GMU nano 7.2
ey tsig-key'
algorithm hmar 256;
secret 'CtgNjexJGnIvYJIIEMxgue="";

5

zone 'techsolutions.com'

ype

ile 'H_.:} heshindsdb.techsolutions.com';
nasters : : 16 - -




DNS Configuration

Zone Transfers

To ensure the secondary server receives updates from the primary server, configure zone
transfers allow-transfer and also-notify in the primary server’s zone declaration. Zone
transfers are authenticated using a TSIG key to ensure secure communication as well.

The generated key is used in both primary and secondary server configurations. Shorter TSIG
key generated for simplicity, otherwise use: “dnssec-keygen -a HMAC-SHA256 -b 256 -n
HOST tsig-key”

To Generate a shorter version of TSIG key:

techadmin@techsolutionsinc: ™% sudo mde-confegen -a -k tsig-key -c

Security Measures

1. The use of TSIG keys ensures that only authorized servers can request and receive
zone transfers.

2. The allow-transfer directive limits zone transfers to the secondary server’s IP address.
3. The allow-notify directive restricts notifications to the secondary server only.

Firewall Configuration:

zucdo ufw allow from 192.168

zudo ufw allow from 192.168.64.2 to any port 53

Registering Apache Web Servers in DNS

Both Apache web servers are registered in the DNS database with the A records pointing to
their IP addresses. The load balancing setup includes both servers under
www.techsolutions.com. CNAME and MX records are also configured as shown in the zone
file screenshot presented earlier.



WP4: Web Server Infrastructure Setup

Apache Installation

Apache was chosen for its reliability, and performance. Below are the steps to install Apache
on Linux servers (Ubuntu 20.04 was used for my setup).

1. Installation: Apache was installed using the following command line:

techadming@techsolutionsinc:™% sudo apt install apache?2

2. Service Management: After installation, the service was started and enabled to run
when you boot up:

techadmingt solutionsinc:™% sudo apt enable apachez_

3. Looking up the primary server IP address on your local machine should result in
this message:

E Apache2 Default Page

Ubuntu  mex==m

Virtual Host Configuration



Virtual hosts were configured to display web content for the domain techsolutions.com and
its subdomain www.techsolutions.com. This configuration guarantees proper hosting and
request handling.

1. Virtual Host File:
/etc/apache2/sites-available/techsolutions.com.conf

The configuration file includes the following:

ServerfAdmin w23055814@northumbria.ac.uk

ServerName techsolutions.com

serverflias www.techsolutions.com

DocumentRoot svar/uwww/techsolutions.comspublic_html
SSLEngine on

SSLCertificateFile setc/letsencru

SSLCertificateKeyFile . 2t -

ErrorLog ${APACHE_LOG DIR}!error lag

CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>

</IfModuley_

2. Directory Setup: The document root /var/www/techsolutions.com/public_html was
created, and permlssmns were changed to meet reqs

do mkdir -p su

= C 2 www-data:ww-data
.__|i|| |l|r|||||i -R 755 Swar

3. Enable the Virtual Host: The virtual host was enabled using the line below,
reloading to ensure changes occur:

Load Balanced & Secured Configuration
Load Balancing

To ensure high availability and distribute traftic evenly across the servers, HAProxy was
configured as a load balancer. It is a free, open-sourced load balancer that can ensure high
performance 24/7, as well as possible scalability options and advanced security features for
your growing business (LogicMonitor, 2024).

1. HAProxy Configuration: The configuration file is located at:
/etc/haproxy/haproxy.cfg

The configuration includes:



<l Tech Solutions Inc.

2. Traffic Distribution: The balance directive “roundrobin” in the HAProxy
configuration ensures traffic is distributed evenly between the Apache servers
(apachel and apache?).

3. HAProxy Restart: Changes were applied using the command “sudo systemctl restart
haproxy”.

Securing Communication
To secure web traffic, SSL was configured using Certbot and Let’s Encrypt.

Let's Encrypt is commonly used since it provides SSL certificates (making secure HTTPS
accessible) at extra no cost. It also offers robust encryption, ensuring secure communication
between users between all servers (Kothari, 2024).

1. SSL Certificate: Certbot was used to generate SSL certificates for techsolutions.com
with the command: sudo certbot --apache

2. SSL Virtual Host: The SSL configuration file is located at: sudo nano
/etc/apache2/sites-available/techsolutions.com-le-ssl.conf

Configuration:



<! Tech Solutions Inc.

DNS Records for Load Balancer

The DNS records were configured to point the domain techsolutions.com to the IP address of
the load balancer. The configuration in the DNS zone file:



<] Tech Solutions Inc.

E 1L
HE wuww. tech
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